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Holistic upgrade of the Security
Posture for a Technology Fast 500
Fintech institution

CASE STUDY




P E N ETRATI O N US-based leading provider of tech-enabled
TESTI N G credit products & services for underbanked
consumers upgrades its security posture with
FO R FI NAN CIAL the help of security penetration testing
SUCCESS
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HOW ZUCI HELPED

Test engineers at Zuci
worked closely with
the client to identify

the vulnerable
business use cases

Tech Stack
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Performed a feasibility
study on commercial
and open-source
penetration testing
tools

BURPSUITE

<

Carried out broad &
targeted scans to
identify potential areas
of exposure and
services that may act
as entry points

6=

Devised security best
practices checklist
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® Thorough implementation of the following
industry-standard penetration testing methods at
both web and API levels

« OWASP: Open Web Application Security
Project (OWASP) Testing Guide

« OWASP: OWASP API Security Top 10 - 2019

e PTES: The Penetration Testing Execution
5%;;35 Standard (PTES)

SOLUTION

|dentified all security vulnerabilities using relevant
risk rating mechanism

Ranked each vulnerability based on the severity,
loss potential, and likelihood of exploitation

Recommended solutions for issues which are
prone to creating immediate consequences
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BUSINESS OUTCOME

Improved application’s overall security posture
using the security best practices

Mitigated each vulnerability with relevant CVE
@ identifiers mapping (Common Vulnerabilities and

Exposures)

Vulnerabilities Risk Level

Ease of Exploit

Insecure Direct
Object Reference
(IDOR) to view User
Information

CWE-639

Unrestricted access
to Spring Boot
Actuator Endpoints

Log Poisoning via
HTTP header
injection

Password reset
token leakage via
referrer

Missing 'X-Frame-
Options' Header Medium
(Clickjacking)

CVE-200

CWE-113

CVE-2016-9168




With Security Pentest, address all the security gaps in your
application and improve your security posture holistically.

Learn How
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